














the purposes for which the consumer allowed its collection, and in the consumer’s
interest, especially with the collection and storage of sensitive information, like precise
geolocation. Although CCPA requires transparent notice at collection, moving beyond a
notice-and-consent framework to contemplate use limitations would make our privacy
rights more robust and balanced.

We need clear lines on what is illegal data use from the context of civil rights

protections. Indirect inferences based on personal information should not be used against
us in healthcare decisions, insurance coverage or employment determinations. We need
greater transparency on how algorithms impact people’s fundamental rights of healthcare,
housing and employment, and how they may be perpetuating systemic racism and bias.
Predatory online practices, such as increased cross-site tracking after a user browses
healthcare websites, must be addressed.

Finally, new laws should include a private right of action to complement and fortify the
work of state enforcers. While my office is working hard to protect consumer privacy
rights in California, and our sister states do the same in their jurisdictions, we cannot do
this work alone. While we endeavor to hold companies accountable for violations of
privacy laws, trying to defend the privacy rights of 40 million people in California alone
is a massive undertaking. Violators know this. They know our scope and reach are
limited to remedying larger and more consequential breaches of privacy. Consumers need
the authority to pursue remedies themselves for violations of their rights. Private rights of
action provide a critical adjunct to government enforcement, and enable consumers to
assert their rights and seek appropriate remedies. Consumer privacy must be real, it
deserves its day in court.

Conclusion

Now, more than ever, consumers are demanding tools to protect their privacy. We all
know that consumer personal information is packaged and sold to the highest bidder.
Californians and all Americans need robust tools that allow them to understand who has
their data, what was collected, if it can be deleted, and how they can opt-out of
downstream selling. Today, as we battle a pandemic that has moved so much of

life online, companies now know more about us, our children, and our habits. Massive
amounts of data are collected that reveal everything from what’s inside the packages
delivered to our door, to what food we ordered for dinner, and what TV programs we
stream in the evening, to even more sensitive information like whether and how we are
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trying to start a family and what our financial condition is. This data is collected and sold,
and potentially used in decisions businesses make about you, as well as your access to
credit, employment, or even healthcare.

As Congress and your committee consider federal legislation to advance much-needed
privacy rights to consumers across the country, it is important that no such legislation
preempts the important work that is happening at the state level. States are

the laboratories of democracy. I ask that, at the very least, the federal

government respect the role of the states here and not undermine our work by seeking to
broadly preempt our laws.

I encourage the members of the committee to favor legislation that sets a federal privacy-
protection floor rather than a ceiling, allowing my state and others that may follow the
opportunity to provide further protections tailored to our residents. Any federal
legislation should leave in place more protective state laws, a model that Congress has
employed in other consumer protection legislation, including laws relating to children’s
privacy and health privacy, and laws that enable a federal baseline with states making
decisions about additional protections for their jurisdictions.

California welcomes a partner with the tools and resources for vigorous enforcement of
new consumer privacy rights. Any proposal that Congress crafts should guarantee privacy
rights for consumers and include a meaningful enforcement regime that respect the good
work undertaken by states around the country. I invite Congress to look to the states as
sources of nimble innovation and expertise in data privacy, and to value protections, like
the CCPA, that states have already developed.

Thank you.
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